ACSC — Advisory Situation Report (LotusCare) (Day 3)

Classification: OFFICIAL (Simulation)

Summary:

- Public reporting indicates a potential ransomware incident affecting LotusCare Services.
- A leak-site listing and alleged sample material are circulating online.

- Entity has not publicly confirmed scope at time of report.

Key uncertainties:

- Extent of compromise and potential data exfiltration.

- Whether critical services have been disrupted.

- Whether additional entities (vendors/partners) are impacted.

Recommended actions for coordination:

- Encourage preservation of evidence and logging.
- Provide links to ransomware response guidance.
- Offer incident response support channels.

- Share 10Cs if validated.
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